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What is IDCheck?

IDCheck Shared Branch is a product to help
verify and prove a member's identity to
effectively fight account takeover and
identity theft in-branch fraud. Another
benefit of IDCheck is improved operational
efficiency and faster Shared Branch
transactions.

Beginning May 15t 2025, IDCheck will be
required to verify members for all out-of-
state withdrawals.

Velera does not collect any biometric information
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Operational Efficiency

* 48% time saved by members with stored
validation

« 26% time saved by frontline staff
Fraud Protection

 100% decline rate of known fraudulent IDs.
These were a mix of:

* Manufactured IDs
Altered IDs
Confiscated IDs from beta testers
Mismatched biometrics
Al generated deep fakes
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IDCheck Early Adopter Program

For any credit union wanting to reap the benefits of IDCheck before May 15t 2025, Velera is

offering an early adoption program targeted to begin in February 2025. There will be a
discount applied to both Stored and Un-stored ID Verifications for the duration of the early

adoption period leading up to the requirement date.

Please reach out to your client care representative if you are interested in participating.



IDCheck API

As an option to circumvent the My Co-op Teller Experience application, the IDCheck API is
available to integrate the Teller Experience application’s functionality into any software platform a
CU prefers.

The IDCheck APl is available today in DevPortal and features an easy onboarding process
CUs interested in pilot testing the API are currently being selected

Technical documentation with details on each REST API endpoint is available
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Shared Branch
Experience:

Unstored Validation Member Workflow
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Shared Branch Member Experience

SCAN QR CODE TO LAUNCH
OPEN CAMERA
AND OPEN BROWSER START PROCESS

IDCheck
- X

Not your home branch?
Poase s0an this QR code with your smart phone
10 save e at the teller window
IDCheck by Co-op is a secure and
trusted way to verify your identity
while you wait in line.

Get verified in 3 easy steps
and save time at the teller window.

e | agree to the Terms of Use, Biometric
Consent Authorization, and Privacy Statement
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o —_— & This experience is secure
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Shared Branch Member Experience

BEGIN TO TYPE CU AFTER 3 LETTERS LIST
NAME WILL POPULATE

IDCheck
- X

IDCheck
=

Step 1 0of 4

Please specify your Credit Union.

Step 10of 4

Please specify your Credit Union.

* Your Credit Union
State
State Federal Credit Union
Stamp Federal Credit Union
Star Federal Credit Union

Stassney Federal Credit Union

aA & www.co-opfs.org/idcheck... ¢

COMPLETE SPELLING
OR SELECT CU

IDCheck
X

Step 1 0of 4

Please specify your Credit Union.

* Your Credit Union
State Federal Credit Union

AA & www.co-opfs.org/idcheck... ¢
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Shared Branch Member Experience

MBR MUST ENTER ACCT NUMBER THIS REQUEST IS NOT OPTIONAL
AND LAST 4 OF SSN

IDCheck IDCheck
- X8 -

Step 2 of 4 Step 2 of 4

Please enter your information. Please enter your information.

Member Account Number

123456789

Last 4 digits of your Social Security Number Last 4 digits of your Social Security Number

1 2 3 4

Skip this step Skip this step

AA & www.co-opfs.org/idcheck... e aA & www.co-opfs.org/idcheck...
> b M O

9 ©Velera. All rights reserved worldwide.




Shared Branch Member Experience

NOTIFICAITON OF MBR SELECTS TYPE OF
MBR CONSENT REQUIRED NEXT STEPS ID TO VERIFY

Select ID Type

IDCheck IDCheck
a;-m ¥ co o
Which Government Issued ID do
Step 3o0f4d your want 1o use?

Please take a photo of your
For our service provider to verify your Government |ssued Photo [D
identity, click "I Agree” to:

Terms and Consent

- Agree to their Terms of use (incl.
arbitration terms and class action

. Use your device to take a photo of:
waiver); and
« Consent to their collection, use,

and retention of your biometrics [ J
and personal information ‘
according to their Privacy

N < ’ Your Government Yourself
Statement (incl. for improvement

Issued ID
of products and services).

Click "I Decline” to cancel identity

verification. Driver License / ID Card
| Decline

AA & www.co-opfs.org/idcheck... < AR & www.co-opfs.org/idcheck. .. AA & www.co-opfs.org/idcheck...
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Shared Branch Member Experience

CAMERA ACCESS IS

MBR CONFIRMS FRONT
REQUESTED FRAMING TOOL IS OPENED

OF ID PICTURE

Select ID Type

Front of ID

Which Government Issued ID do
your want to use?
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Access Camera
“Socure” would like to access the camera

Somons Lioomew Tooomeny 00 12345676910123

R Socure

Don't Allow Allow

Is all data on document visible,
glare free and not blurred?

Driver License / |D Card

Yes and Continue

No, Retake Picture

Need Help? ]

AA @ www.co-opfs.org/idcheck... ¢
< > M m
< >
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Shared Branch Member Experience

FRAMING TOOL IS OPENED MBR CONFIRMS BACK SELFIE PROCESS

OF ID PICTURE

Back of ID

AT R o
R D
(LTI

» Socure

LLLTLUOY TN AT )

Is all data on document, including the
barcode, visible, glare free and not blurred?

Yes and Continue

No, Retake Picture

[ Need Help? J

AA & www.co-opfs.org/idcheck.. & AA & www.co-opfs.org/idcheck... AA & www.co-opfs.org/idcheck.. &
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Shared Branch Member Experience

CONFIRM OR RETAKE UPLOAD FOR SUCESSFUL
SELFIE VERIFICATION VERIFICATION

IDCheck
o o)

IDCheck
M co o

™

Y

Your verification is complete.

Sharon Bailey

Retrieve Access Code

Is your face aligned in the frame
and not blurred?

y » Socure

AA & www.co-opfs.org/idcheck... ¢
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AA & www.co-opfs.org/idcheck... ¢ AA & www.co-opfs.org/idcheck... ¢
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Shared Branch Member Experience

RETERIVING OPTION TO SAVE
ACCESS CODE VALIDATION

IDCheck IDCheck
- X X2

Step 4 of 4

We have generated your access code,

Authenticating... show this code to the teller

»

You have been verified

Would you like us to remember this
device for a quicker process next time?

No Yes

Your access code will only be
active for 20 minutes to keep your
information secure.

AA & www.co-opfs.org/idcheck...
AA & www.co-opfs.org/idcheck... e

> h Mm l

ACCESS CODE IS
VALID FOR 20 MIN

IDCheck
-

Step 4 of 4

We have generated your access code,

show this code to the teller

»

ACCESS CODE

186325

Screenshot this number in case of
drop cell ser

Your access code will only be
active for 20 minutes to keep your
information secure.

www.co-opfs.org/idcheck...
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Shared Branch Member Experience

ACCESS CODE EXPIRES UNSUCCESSFUL
AFTER 20 MIN VERIFICATION

IDCheck IDCheck
- X3 e

» A

ACCESS CODE
We could not generate
an access code.

Please proceed to the teller.

This access code has expired,
please return to start.

Return to Start Return to Start

AA & www.co-opfs.org/idcheck.. ¢ aA & www.co-opfs.org/idcheck.. ¢
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Shared Branch
Experience:

Stored Validation Member Workflow




Shared Branch Return Visit Member Experience - app workflow

17

OPEN CAMERA
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SCAN QR CODE TO LAUNCH
AND OPEN BROWSER

Not your home branch?

Pioase 503 this QR code with your Smart phone
save teme at the teller window

10 save

z

Cancel

@

START PROCESS

IDCheck
- X

IDCheck by Co-op is a secure and
trusted way to verify your identity
while you wait in line.

Get verified in 3 easy steps
and save time at the teller window.

e | agree to the Terms of Use, Biometric
Consent Authorization, and Privacy Statement

& This experience is secure

AA & www.co-opfs.org/idcheck... ¢
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Shared Branch Return Visit Member Experience - app workflow

REQUEST TO USE RETRIEVING ACCESS CODE GIVEN
SAVED VALIDATION ACCESS CODE VALID FOR 20 MIN

IDCheck IDCheck
IDCheck 21 Check

Step 4 of 4

We have generated your access code,
show this code to the teller

Step2of 4

Please enter your infarmation. Authen‘ucating ..

Member Account Nurmber

»
123456789

ACCESS CODE
25t We found your 1D in our system

1 Re-uge your photos and skip Step 3 ‘I 86325

Your access code will only be
active for 20 minutes to keep your
information secure

Skip this step

AA & www.co-opfs.org/idcheck... ¢ AA & www.co-opfs.org/idcheck...
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Shared Branch
Experience:

Teller Workflow




Shared Branching - teller workflow

MyCo-op application

CO OP Q, Find applications

All Applications

All Applications

IDCheck
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Shared Branching - teller workflow

B CO-0P Menmiber ID & Authenticatio X +

“ c & hitps/fwww.co-opfs erg/memberidauthentication

IDCheck
e o

Enter Access Code for a Shared Branch member or company
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Shared Branching - teller workflow

IDCheck
- X3

Enter Access Code for a Shared Branch member or company
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Shared Branching - teller workflow

www.co-opfs.org/memberidauthentication

Step 1: Verify ID

Identification card Uploaded selfie
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Shared Branching - teller workflow

+

www.co-opfs.org/memberidauthentication

Step 2: Verify Information IDCheck
=

d 10:353 826 386 Sharon Bailey
- OLTATNIY O 3
= 04 27/1%0 G OB/
SANMLE LossL

uf -

Doy e Gmar 10 1IN 294719128804 State Federal Credit Union

ge

© Matches found Authentication Complete

MEMBER NAME 008 DENTIFICATION NO ACCOUNT NO

Sharon Bailey 047271985 1453-8247-8085 128 Checking Primary

Sharon Bailey 04/27/1985 8 1453-8247-8085 124719128811 Savings Secondary

Sharon Bailey 1453-8247-8085 344719128822 Checking Co-signer

Sherri Baker 08/01/2978 5 4455-8247-2033 88997528804 Checking Primary

John Thomas 04/27/1985 5544-8247-8085 554719128804 Savings Primary
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Shared Branching - teller workflow

Em IDCheck by Co-op x +

C @& hitps//www.co-opfs.org/idcheck

Step 2: Verify Information IDChgg

DRIVER'S LICENSE Member Name Last 4 of SSN Date of Birth

10: 353 826 386 Sharon Bailey 6830 @ 04/27/1985
W OIS o B

08 (4271985 by 08/04/2027
SHMPLE, LICENSE

LY

Account No. Credit Union View Details v

 Sinat e s DI IZHIFTOOIONT '}
Click to enlarge 1D

You are leaving this page

Matches found .
o This information will not be accessible anymore

MEMBER NAME ACCOUNT TYPE

Sharon Bailey Checking Primary

Sharon Bailey 04/27/1985 1453-8247-8085 @ 124719128811 Savings Secondary

Sharon Bailey 04/27/1985 1453-8247-8085 @ 344719128822 Checking Co-signer

Sherri Baker 08/01/2978 4455-8247-2033 88997528804 Checking Primary

acBook Pro




Shared Branching - teller workflow

B CO-0P Menmiber ID & Authenticatio X +

“ c & hitps/fwww.co-opfs erg/memberidauthentication

IDCheck
e o

Enter Access Code for a Shared Branch member or company
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Try It Today

Select ‘TEST' for the credit union

Input fictitious account number and last four of SSN
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credit unions have been in dire need of a solution t
could empower us to safeguard our members' assets
while ensuring a seamless experience. In response to

our call to action, Co-Op has responded with an
innovative fraud mitigation tool, IDCheck.

Brian Shotwell
VP Branch Operations
American Heritage Credit Union
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Disclaimer

This presentation and the materials included, such as pricing information, product/services
information or other data is confidential and intended solely for the designated recipient or
client. Any other use or sharing of this presentation and related material is prohibited.
Information presented herein may be updated or changed at any time by Velera.
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